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function generateTraceId() {

return 'trace-' + Math.random().toString(36).substr(2, 9);

const traceld = generateTraceld();

fetch('/api/endpoint', {
method: 'POST',
headers: {
'Content-Type': 'application/json',
'X-Trace-Id': traceld
},
body: JSON.stringify({ data: 'example' })
b
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const express = require('express');

const { v4: uuidv4 } = require('uuid');
const app = express();

app.use((req, res, next) => {
const traceld = req.headers['x-trace-id'] || uuidv4();
req.traceld = traceld;
res.setHeader ('X-Trace-Id', traceld);
next();

3

app.post('/api/endpoint', (req, res) => {
const { traceld } = req;
console.log( Processing request with Trace ID: ${traceld});
/7
res.json({ status: 'success', traceld 1});

B



app.listen(3000, () => {
console.log('Server is running on port 3000');

3

Jezuew slszidlga Bygp poww !

const winston = require('winston');

const logger = winston.createLogger ({
level: 'info',
format: winston.format.json(),
transports: [

new winston.transports.File({ filename: 'combined.log' })

B

function logEvent(traceld, message) {

logger.info({ traceld, message });

/7

logEvent ('trace-12345', 'Request received');
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api.js

const BASE_URL = process.env.REACT_APP_BASE_URL;

/7

const getClientInfo = () => {

const
const
const
const
const
const
const
const

};

return {

{ language, platform, cookieEnabled, doNotTrack, onLine } = navigator;

{ width, height } = window.screen;

connection = navigator.connection || navigator.mozConnection || navigator.webkitConnection;
networkType = connection 7 connection.effectiveType : 'unknown';

Intl.DateTimeFormat () .resolvedOptions() .timeZone;

timeZone

referrer = document.referrer;
viewportWidth = window.innerWidth;

viewportHeight = window.innerHeight;

screenWidth: width,

screenHeight: height,

networkType,

timeZone,

language,

platform,

cookieEnabled,



doNotTrack,
onLine,
referrer,
viewportWidth,

viewportHeight

00
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export const generateTraceld = (length = 4) => {
const characters = 'ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789";
let traceld = '';
for (let i = 0; i < length; i++) {
const randomIndex = Math.floor(Math.random() * characters.length);
traceld += characters.charAt(randomIndex) ;
}

return traceld;

};

export const apiFetch = async (endpoint, options = {}) => {
const url = “${BASE_URL}${endpoint}";

const clientInfo = getClientInfo();

P yg3ew bl apiFetch gl 3tiu :ogleleps endpoint g options ubba;élgl] ol options g0 uuld eule
BRI .Déubl)oél posg eluppl yegwp url ¢ gk zps BASE_URL ¢p endpoint. p& aosg elgaw jul 31
getClientInfo ) JouozJJ wle wlrader Jepelllogsizws gb s¢f wp clientInfo.

const traceld = options.traceld || generateTraceId();

{

'Content-Type': 'application/json',

const headers

'X-Client-Info': JSON.stringify(clientInfo),
'X-Trace-Id': traceld,

...(options.headers || {})



const response = await fetch(url, {
...options,
headers

3

return response;

};

App.js

try {
const response = await apiFetch('api', {
method: 'POST',
headers: {
'Content-Type': 'application/json',
.
body: JSON.stringify(content),
traceld: traceld

B
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if (response.ok) {
const data = await response.json();
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else {
const errorData = await response.json();
const errorMessage = errorData.message || ' "
let errorToastMessage = errorMessage;
errorToastMessage += ~ ) }$traceId}) " ;

toast.error(errorToastMessage, {



autoClose: 8000
b;

setError (errorToastMessage) ;
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catch (error) {

let errorString = error instanceof Error 7 error.message : JSON.stringify(error);

}
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if (error.response) {

// 2zz
errorString += ~ (HTTP ${error.response.status}: ${error.response.statusTextl})";
console.error (' : ', error.response.data);

} else if (error.request) {
//
errorString += ' ) ( '3
console.error (' : ', error.request);
} else {
//

errorString += ~ ) : }$error.message}) 7;

errorString += ° ) }$traceId}) " ;

if (error instanceof Error) {

errorString += “\nStack: ${error.stack}”;

13] yld error 85108 ¢ oild op g oo Error, pus g 881 ol 8 s s 8so0 oz )¢ \nStack: 8¢ gups gozps
error.stack gJ! ys¢wpl errorString.
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toast.error(": }$errorString} , {
autoClose: 8000
b;
setError(errorString) ;
} finally {

toast.dismiss(toastId);
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__init__.py
# -*— encoding: utf-8 —*-

import os
import json
import time
import uuid
import string

import random

from flask import Flask, request, Response, g, has_request_context

from flask_cors import CORS

from .routes import initialize_routes

from .models import db, insert_default_config

import logging

from logging.handlers import RotatingFileHandler

from prometheus_client import Counter, generate_latest, Gauge
from flask_migrate import Migrate

from logstash_formatter import LogstashFormatterVl1

po Bazoe sgd I ol el sl

from .routes import initialize_routes
from .models import db, insert_default_config

import logging



from logging.handlers import RotatingFileHandler
from prometheus_client import Counter, generate_latest, Gauge
from flask_migrate import Migrate

from logstash_formatter import LogstashFormatterVl1
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app = Flask(__name__)
app.config.from_object('api.config.BaseConfig")

db.init_app(app)

initialize_routes(app)
CORS (app)
migrate = Migrate(app, db)

class RequestFormatter (logging.Formatter) :
def format(self, record):
if has_request_context():
record.trace_id = getattr(g, 'trace_id', 'unknown')
else:
record.trace_id = 'unknown'

return super().format(record)

@aes Bazye sl ol Jei 1 el

class RequestFormatter (logging.Formatter) :
def format(self, record):
if has_request_context():
record.trace_id = getattr(g, 'trace_id', 'unknown')
else:
record.trace_id = 'unknown'

return super().format(record)

RIRTER) ,ongi PO Byg s Big b RequestFormatter cw Jl &yo yp logging. Formatter. pusg Jgsg o 83syb
format oz lp 3] yld e 8lguu o b Drequest contextD Zlos 13 old Jzles PG HesEw trace_id ;p
ouldll g gJl record.trace_id. 13| aJ o o Bl wolb posg yosew trace_id ¢Jl 8p 68! 'unknown'.

Bl pog elgseul 836501 86 )l )l format ;p 88 )1l J1 Jladl) .3 gpmoe !
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class CustomLogstashFormatter (LogstashFormatterV1):
def format(self, record):
if has_request_context():
record.trace_id = getattr(g, 'trace_id', 'unknown')
else:
record.trace_id = 'unknown'

return super().format(record)

Was Baz e 3ol ongi :6J!

class CustomLogstashFormatter(LogstashFormatterVi):
def format(self, record):
if has_request_context():
record.trace_id = getattr(g, 'trace_id', 'unknown')
else:
record.trace_id = 'unknown'

return super().format(record)
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def setup_loggers():
logstash_handler = RotatingFileHandler(
'app.log', maxBytes=100000000, backupCount=1)
logstash_handler.setLevel (logging.DEBUG)
logstash_formatter = CustomLogstashFormatter ()

logstash_handler.setFormatter(logstash_formatter)

txt_handler = RotatingFileHandler(
'plain.log', maxBytes=100000000, backupCount=1)
txt_handler.setLevel (logging.DEBUG)
txt_formatter = RequestFormatter(
'%(asctime)s %(levelname)s: %(message)s [in % (pathname)s:%(lineno)d] [trace_id: %(trace_id)s]')

txt_handler.setFormatter (txt_formatter)

root_logger = logging.getLogger ()
root_logger.setLevel (logging.DEBUG)
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root_logger.addHandler (logstash_handler)

root_logger.addHandler (txt_handler)
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app.logger.addHandler (logstash_handler)
app.logger.addHandler (txt_handler)

werkzeug_logger = logging.getLogger ('werkzeug')
werkzeug_logger.setLevel (logging.DEBUG)
werkzeug_logger.addHandler (logstash_handler)

werkzeug_logger.addHandler (txt_handler)

pos LISzl g g 39801 1ad 90 00l sowz s g elpusl Olowds wlyct wps 1) vz g lowpzye
setup_loggers ()

def generate_trace_id(length=4):
characters = string.ascii_letters + string.digits

return ''.join(random.choice(characters) for _ in range(length))
Bazyw

def generate_trace_id(length=4):
characters = string.ascii_letters + string.digits

return ''.join(random.choice(characters) for _ in range(length))

:S.Bthj‘: Jgi!J' cUE—j 63“"6 'f’i! 90 °OiJ 990159 Sgdg 3zps DDDDDD |J9 PG OLAT Y o&éngl generate_trace_id
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O@app.before_request
def before_request():
request.start_time = time.time()
trace_id = request.headers.get('X-Trace-Id', generate_trace_id())

g.trace_id = trace_id

G Baz Jg_fldl D'J&i ZéJ!
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Q@app.before_request
def before_request():
request.start_time = time.time()
trace_id = request.headers.get('X-Trace-Id', generate_trace_id())

g.trace_id = trace_id

63 130 wd )l posg gt ©Fs bl w bl [[start_time[] alsposlo time. time O pos poss Jooozdl st
trace_id yp d.di) Jb Dheadersl] plazogulo zlads JIX-Trace-Id. I3l p J pos g youg Yl ¢ Jg X-Trace-1d ¢b
,UABJ|Pcks;kﬁoltrace_idJéatfﬂ¢tchphgBJbJIgenerate_trace_id().JjééiPcksoé§g;1trace_idk9§
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client_info = request.headers.get('X-Client-Info')
if client_info:
try:
client_info_json = json.loads(client_info)
logging.info(f" : }client_info_jsonl}")
except json.JSONDecodeError:

logging.warning( " JSON X-Client-Info")

O@app.after_request
def after_request(response):

response.headers['X-Trace-Id'] = g.trace_id

if response.status_code != 200:
logging.error (f' : }response.status_codel}')
logging.error(f' : tresponse.get_data(as_text=True)}')
if response.content_type == 'application/json':
try:

response_json = response.get_json()

response_json['trace_id'] = g.trace_id

response.set_data(json.dumps (response_json))
except Exception as e:

logging.error (f" trace_id : {e}")

13



##

(0000000000600

{

json

_index": "flask-logs-2024.07.05",
_type": "_doc",

_id": "Ae9zgZABqOMSOpxCZC5X",
_version": 1,

_score": 1,

_source": {

"tags": [
"_grokparsefailure"

1,

"filename": "generate.py",

"funcName": "post",

"message": " " ,

"Qversion": 1,

"name": "root",

"host": "ip-172-31-35-xxx.ec2.internal",
"relativeCreated": 685817.8744316101,
"levelname": "INFO",

"created": 1720158740.894831,

"thread": 139715118360128,

"threadName": "Thread-5",

"levelno": 20,

"pathname": "/home/project/project-name/api/routes/generate.py",
"msecs": 894.8309421539307,
"processName": "MainProcess",

"lineno": 287,

"path": "/home/project/project-name/app.log",

"args": [] ,
"source_host": "ip-172-31-35-xxx.ec2.internal",
"module": "generate",

14



"trace_id": "Lc6t",

"stack_info": null,

"process": 107613,

"@timestamp": "2024-07-05T05:52:20.8947Z2"

1,
"fields": {

"levelname.keyword": [
"INFO"

1,

"tags.keyword": [
"_grokparsefailure"

1,

"relativeCreated": [
685817.9

1,

"processName.keyword": [
"MainProcess"

1,

"filename.keyword": [
"generate.py"

1,

"funcName": [
"post"

1,

"path": [
"/home/project/project-name/app.log"

1,

"processName": [
"MainProcess"

1,

"@version": [
1

1,

"host": [
"ip-172-31-35-xxx.ec2.internal"

1,

15



"msecs": [
894.83093
1,
"source_host.keyword": [
"ip-172-31-35-xxx.ec2.internal"
1,
"host.keyword": [
"ip-172-31-35-xxx.ec2.internal"
1,
"levelname": [
"INFO"
1,
"process": [
107613
1,
"threadName.keyword": [
"Thread-5"
1,
"trace_id": [
"Lc6t"
1,
"source_host": [
"ip-172-31-35-xxx.ec2.internal"
1,
"created": [
1720158700
1,
"module": [
"generate"
1,
"module.keyword": [
"generate"
1,
"name.keyword": [
"root"

:] b
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"thread": [
139715118360128

1,

"message": [

L,

"levelno": [
20

1,

"trace_id.keyword": [
"Lc6t"

1,

"threadName": [
"Thread-5"

1,

"pathname": [
"/home/project/project-name/api/routes/generate.py"

1,

"tags": [
"_grokparsefailure"

1,

"pathname.keyword": [
"/home/project/project-name/api/routes/generate.py"

1,

"Q@timestamp": [
"2024-07-05T05:52:20.894Z"

1,

"filename": [
"generate.py"

1,

"lineno": [
287

1,

"message.keyword": [

17



"name": [
"root"
1,
"funcName.keyword": [
"post"
1,
"path.keyword": [

"/home/project/project-name/app.log"

a4 50 z o0 ol el 30dp g 868y Srgp el 000000 ooo o8 Jzued!

18



	تنفيذ معرف التتبع من البداية إلى النهاية
	كيف يعمل الحل
	أمثلة على الكود
	الخلاصة

	كيف يعمل
	الواجهة الأمامية (Frontend)
	الواجهة الخلفية (Backend)
	كيبانا

	الواجهة الأمامية (Frontend)
	api.js
	App.js

	الخلفية (Backend)
	__init__.py



