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from flask import Flask

from flask_cors import CORS

from .routes import initialize_routes

from .models import db, insert_default_config
from flask_migrate import Migrate

import logging

from logging.handlers import RotatingFileHandler

from prometheus_client import Counter, generate_latest, Gauge

app = Flask(__name__)

app.config.from_object('api.config.BaseConfig')

db.init_app(app)
initialize_routes(app)
CORS (app)

migrate = Migrate(app, db)
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REQUEST_COUNT = Counter('flask_app_request_count', ' Flask', ['method', 'endpoint',

REQUEST_LATENCY = Gauge('flask_app_request_latency_seconds', ' ', ['method', 'endpoint'])

def setup_loggers():
logstash_handler = RotatingFileHandler('app.log', maxBytes=100000000, backupCount=1)
logstash_handler.setLevel (logging.DEBUG)
logstash_formatter = CustomLogstashFormatter ()

logstash_handler.setFormatter(logstash_formatter)

root_logger = logging.getLogger ()
root_logger.setLevel (logging.DEBUG)
root_logger.addHandler (logstash_handler)

P st root_logger JouezJd sle Jzueal! éuukwnﬂ plages wle logging.getLogger(). ao pw
uéétu SO P Jétu.uudl 6J! DEBUG Platau.u‘g setLevel(logging.DEBUG). “Séti S Bgélub! EJ'&P
logstash_handler‘sdlJELMPJIéugkyﬂJ|pbéynugkgaddHandler(logstash_handler).

app.logger.addHandler (logstash_handler)
werkzeug_logger = logging.getLogger('werkzeug')
werkzeug_logger.setLevel (logging.DEBUG)
werkzeug_logger.addHandler (logstash_handler)

setup_loggers()

3. szJlesololb )l

I dewrboll pods Jszueow psldpll Jod sews J3 b gp clingl Gygp pooa 000000 000
dosbed sbso .okl

def generate_trace_id(length=4):
characters = string.ascii_letters + string.digits

return ''.join(random.choice(characters) for _ in range(length))

O@app.before_request

def before_request():

'httg



request.start_time = time.time()
trace_id = request.headers.get('X-Trace-Id', generate_trace_id())

g.trace_id = trace_id

Spzyw 2ol gl Bene JI

OGapp.before_request
def before_request():
request.start_time = time.time()
trace_id = request.headers.get('X-Trace-Id', generate_trace_id())

g.trace_id = trace_id

g8 130 wod )l pang 3 e by 3Jls )l before_request Jog Jd odb pog ol gl gerball pog Jezuew
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Q@app.after_request
def after_request(response):
response.headers['X-Trace-Id'] = g.trace_id
request_latency = time.time() - getattr(request, 'start_time', time.time())
REQUEST_COUNT . labels (method=request.method, endpoint=request.path, http_status=response.status_code
REQUEST_LATENCY.labels (method=request.method, endpoint=request.path).set(request_latency)

return response
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import React, { useState, useEffect } from 'react';
import { ToastContainer, toast } from 'react-toastify';

import 'react-toastify/dist/ReactToastify.css';
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import { apiFetch } from './api';

import './App.css';

function App() {

const [prompts, setPrompts] = useState([]);

const [newPrompt, setNewPrompt] =

const [isLoading, setIsLoading] =

useEffect(() => {
fetchPrompts() ;
}, [

const fetchPrompts = async () => {
setIsLoading(true);

try {

useState('');

useState(false);

const response = await apiFetch('prompts');

if (response.ok) {

const data = await response.json();

setPrompts(data) ;
} else {
toast.error (' "G
}
} catch (error) {
toast.error (' "G
} finally {
setIsLoading(false);
}
};

const addPrompt = async () => {
if (!'newPrompt) {
toast.warn(' Prompt
return;
}
setIsLoading(true);

try {

const response = await apiFetch('prompts', {



method: 'POST',
headers: {
'Content-Type': 'application/json',
},
body: JSON.stringify({ content: newPrompt 1}),
b
if (response.ok) {
fetchPrompts () ;
setNewPrompt ('');
toast.success (' Prompt (G
} else {
toast.error (' Prompt') ;
}
} catch (error) {
toast.error (' Prompt');
} finally {
setIsLoading(false) ;
}
};

const deletePrompt = async (promptId) => {
setIsLoading(true);
try {
const response = await apiFetch( prompts/${promptId}", {
method: 'DELETE',
b
if (response.ok) {
fetchPrompts () ;
toast.success (' Prompt "G
} else {
toast.error (' Prompt');
}
} catch (error) {
toast.error (' Prompt') ;
} finally {

setIsLoading(false) ;



return (
<div className="app">
<h1> >/h1>
<div>
<input
type="text"
value={newPrompt}
onChange={(e) => setNewPrompt(e.target.value)}
placeholder= e
</
<button onClick={addPrompt} disabled={isLoadingl}> >/button>
</div>
{isLoading 7 (
<p> >.../p>
) (
<ul>
{prompts.map((prompt) => (
<1i key={prompt.id}>
{prompt.content}
<button onClick={() => deletePrompt (prompt.id)}> >/button>
</1i>
N}
</ul>
)}
<ToastContainer />
</div>

);

export default App;

2. API:

- (API) fetch



" “javascript
export const apiFetch = (endpoint, options) => {

return fetch( https://api.yourdomain.com/${endpoint} , options);
+;
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from fabric import task

from fabric import Connection

server_dir = '/home/project/server’
web_tmp_dir = '/home/project/server/tmp'
Q@task

def prepare_remote_dirs(c):
if not c.run(f'test -d {server_dir}', warn=True).ok:
c.sudo(f 'mkdir -p {server_dirl}')
c.sudo(f'chmod -R 755 {server_dirl}')
c.sudo(f'chmod -R 777 {web_tmp_dir}')

c.sudo(f'chown -R ec2-user:ec2-user {server_dir}')

Bazyw

Otask
def prepare_remote_dirs(c):
if not c.run(f'test -d {server_dir}', warn=True).ok:
c.sudo(f 'mkdir -p {server_dir}')
c.sudo(f'chmod -R 755 {server_dir}')
c.sudo(f'chmod -R 777 {web_tmp_dir}')

c.sudo(f'chown -R ec2-user:ec2-user {server_dir}')
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Q@task
def deploy(c, install='false'):
prepare_remote_dirs(c)
pem_file = './aws-keypair.pem'
rsync_command = (f'rsync -avz --exclude="api/db.sqlite3" '
f'-e "ssh -i {pem_file}" --rsync-path="sudo rsync" '
f'{tmp_dir}/ {c.user}@{c.host}:{server_dir}')
c.local(rsync_command)

c.sudo(f'chown -R ec2-user:ec2-user {server_dir}')

wpo Bpye sed I ol el sl 8801 Bsse Jl gp Blz ]l g slpusl )l Bsis)zaldlpd g0
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cluster.name: my-application
node.name: node-1

path.data: /var/lib/elasticsearch
path.logs: /var/log/elasticsearch
network.host: 0.0.0.0

http.port: 9200
discovery.seed_hosts: ["127.0.0.1"]

cluster.initial _master_nodes: ["node-1"]

3. osd (000
[ veopos el HIN00 elogsse potey HIONOOOD o122+ DOO000000DDOOD.

server.port: 5601
server.host: "0.0.0.0"

elasticsearch.hosts: ["http://localhost:9200"]

4. g3 [J000000C:
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input {
file {
path => "/home/project/server/app.log"
start_position => "beginning"
sincedb_path => "/dev/null"
}

filter {
json {
source => "message"

}

Gl Saz Jgild‘ D‘J&i el

}
json {
=> " "
{
}
output { elasticsearch { hosts => ["http://localhost:9200"] index
=> "flask-logs-%{+YYYY.MM.dd}" } }

ogsde 0000 sstes (100 o D000 0OOO0OD
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server {
listen 80;

server_name example .com;
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# HTTP HTTPS

return 301 https://$host$request_uri;

}
server {
listen 443 ssl;
server_name example.com;
# SSL
ssl_certificate /etc/letsencrypt/live/example.com/fullchain.pem;
ssl_certificate_key /etc/letsencrypt/live/example.com/privkey.pem;
# SSL
ssl_protocols TLSv1.2 TLSv1.3;
ssl_ciphers HIGH:'!'aNULL: !MD5;
#
location / {
proxy_pass http://localhost:3000;
proxy_set_header Host $host;
proxy_set_header X-Real-IP $remote_addr;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_set_header X-Forwarded-Proto $scheme;
3
}

g3 1oy gedol [] poss balel sgzew ggpz wlo b (I et DIOND plsze sl return 301. [] pog pugee
Balo i I:“]D lozlwbag plagawly ssl_certificate g ssl_certificate_key. |:| pog plag o ul wislsgl I:”:”]

soespll oo olap ol [] pog sgope olodbll gl salg sJze Jets et 3bopdl 3000 plageulu

proxy_pass.

1. p3 S tbert 0000 Sate 53 g2 Jsweldl zopuspdl Hows

map $http_origin $cors_origin {
default "https://example.com";
"http://localhost:3000" "http://localhost:3000";

"https://example.com" "https://example.com";
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"https://www.example.com" "https://www.example.com";

¥
2. salgl ogzse ([0 st OOO0:

server {
listen 80;
server_name example.com api.example.com;
return 301 https://$host$request_uri;

}

3. “example.com”:
" 'nginx
server {

listen 443 ssl;

server_name exa.mple .com;

ssl_certificate /etc/letsencrypt/live/example.com/fullchain.pem;

ssl_certificate_key /etc/letsencrypt/live/example.com/privkey.pem;

ssl_protocols TLSv1.2 TLSv1.3;
ssl_prefer_server_ciphers on;

ssl_ciphers "EECDH+AESGCM:EDH+AESGCM:AES256+EECDH: AES256+EDH" ;

root /home/project/web;

index index.html index.htm index.php default.html default.htm default.php;

location / {

try_files $uri $uri/ =404;

G Saz a9 ! °lJti el

location / {

try_files $uri $uri/ =404;
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location ~ .*\.(gifljpgljpeglpngl|bmplswi)$ {

expires 30d;

@aes Bazye sl ol Jei gl

location ~ .*\.(gifljpgljpegl|pnglbmp|swf)$ {
expires 30d;

}

3 130 st pors sz esop UUUNNNNON o18dp0 s500 0 sisas10 3] D00 LD OO0, 0OC. OO
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location ~ .*\.(jslcss)?$ {

expires 12h;

ae Bazyo sgd ol Je i el

location ~ .*\.(jslcss)?$ {
expires 12h;

}

ot sl porg gt gzl oo DINOO00D 5500 12 56100 e 20 otos DOOOOOOOO0 D005 o mong
b g palgJl 13s got ol 230eepl aitgus 0ds w1 Jpll gd 85315 gzl s It [IOO000 5500 12
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error_page 404 /index.html;

4. APT “api.example.com:

“T nginx

server {
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listen 443 ssl;

server_name api.example.com;

ssl_certificate /etc/letsencrypt/live/example.com-0001/fullchain.pem;

ssl_certificate_key /etc/letsencrypt/live/example.com-0001/privkey.pem;

“‘nginx
ssl_protocols TLSv1.2 TLSv1.3;
ssl_prefer_server_ciphers on;

ssl_ciphers "EECDH+AESGCM:EDH+AESGCM:AES256+EECDH: AES256+EDH" ;

location / {
# Access-Control

more_clear_headers 'Access-Control-Allow-Origin';

# CORS (preflight)
if ($request_method = 'OPTIONS') {
add_header 'Access-Control-Allow-Origin' $cors_origin;
add_header 'Access-Control-Allow-Methods' 'GET, POST, OPTIONS, PUT, DELETE';
add_header 'Access-Control-Allow-Headers' 'Origin, Content-Type, Accept, Authorization, X-Client-In
add_header 'Access-Control-Max-Age' 3600;

return 204;

add_header 'Access-Control-Allow-Origin' $cors_origin always;
add_header 'Access-Control-Allow-Methods' 'GET, POST, OPTIONS, PUT, DELETE' always;

add_header 'Access-Control-Allow-Headers' 'Origin, Content-Type, Accept, Authorization, X-Client-Info, .

nginx proxy_pass http://127.0.0.1:5000/; proxy_set_header Host
$host; proxy_set_header X-Real-IP $remote_addr; proxy_set_header
X-Forwarded-For $proxy_add_x_forwarded_for; proxy_set_header X-Forwarded-Proto
$scheme; proxy_connect_timeout 600s; proxy_send_timeout 600s;
proxy_read_timeout 600s; send_timeout 600s; } }
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