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from flask import Flask, jsonify
from flask_cors import CORS

import subprocess

app = Flask(__name__)

CORS(app) # ZFRBEERERIA cors

Qapp.route('/bandwidth', methods=['GET'])
def get_bandwidth():
# 1B1T unstat TRTLUERY etho B 5 DEERIRREREIE
result = subprocess.run(['vnstat', '-i', 'ethO', '-5', '--json'], capture_output=True, text=True)

data = result.stdout

# RN RIRIES Jsov EFER(D

return jsonify(data)

if __name__ == '__main__"':

app.run(host='0.0.0.0"', port=5000)
i B FAER nginx SRART 443 IR > 40T -

server {
listen 443 ssl;

server_name Www.some-domain.xyz;

ssl_certificate /etc/letsencrypt/live/www.some-domain.xyz/fullchain.pem; # HH...
# ...

location / {

proxy_pass http://127.0.0.1:5000/;
# ...



}
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import time

request_log = []

def log_request(source_ip, target_ip, target_port, body):
request_log.append ({
'source_ip': source_ip,

'target_ip': target_ip,



'target_port': target_port,
'body': body,
'timestamp': time.time()

b
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# WEFERLFE 1p R
def check_and_ban_ips():

banned_ips = set()

# IBFEFRA SCERAYEAK
for request in request_log:
if is_illegal(request):
banned_ips.add(request['target_ip'])
else:

banned_ips.discard(request['target_ip'])

» HFTEHAIN 1 BRAHER

ban_ips(banned_ips)
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# REREBRERIEENRHK
def is_illegal(request):
# BEIBEBNREEEBERSAIFT
# B0 > ERKERHEE

return "illegal" in request['body']

TEIEHE » is_illegal WEFNRTREDEITEA Cillegal” ° BEAILRBMHEBIEEEZBERE
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# 2 1P FRAVKEL
def ban_ips(ip_set):
for ip in ip_set:

print (£" %2 1P: {ip}")

—B#RIHIEE IP > ban_ips BBGEIBITENH 1P it (NEEBRATF > AILUELEEM) RERE
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# BIC soy IBEBKIBELHE 1r R
def check_and_ban_ips():

banned_ips = set()

illegal_count = O

total_requests = 0

# WEEFTAECERAYEE K

for request in request_log:
total_requests += 1
if is_illegal(request):

illegal_count += 1

# AR soy WEZHIFKZEIFER » AIHEELE 1P
if total_requests > O and (illegal_count / total_requests) >= 0.8:
for request in request_log:
if is_illegal(request):

banned_ips.add(request['target_ip'])

# HFTEHEBIN 1r BAHR

ban_ips(banned_ips)
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def is_illegal(request):

if request['target_port'] == 443:
if is_trojan(request):
return True
elif is_shadowsocks(request):
return True

return False
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