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import javax.crypto.Cipher;

import javax.crypto.KeyGenerator;

import javax.crypto.SecretKey;

import javax.crypto.spec.IvParameterSpec;
import java.security.SecureRandom;

import java.nio.charset.StandardCharsets;



public class SymmetricEncryptionExample {
public static void main(String[] args) throws Exception {
/7 WER 11 %y aEs ERER
KeyGenerator keyGen = KeyGenerator.getInstance("AES");
keyGen.init(128); // 128 % iF

SecretKey secretKey = keyGen.generateKey() ;

/7 BER 2 EREERAIGBERE (1v)

SecureRandom random = new SecureRandom() ;

bytel[] iv = new byte[16]; // AES YRA/NZ 16 FHI
random.nextBytes (iv) ;

IvParameterSpec ivSpec = new IvParameterSpec(iv);

s/ FER 3 BMEBRIELBIE cipher
Cipher cipher = Cipher.getInstance("AES/CBC/PKCS5Padding") ;
cipher.init(Cipher.ENCRYPT_MODE, secretKey, ivSpec);

/TR 4 MERIR
String plaintext = "Hello, World!";
byte[] plaintextBytes = plaintext.getBytes(StandardCharsets.UTF_8);

byte[] ciphertext = cipher.doFinal(plaintextBytes);

/7 TR 5 AR v 13816 cipher EITHRE
cipher.init(Cipher .DECRYPT_MODE, secretKey, ivSpec);
byte[] decryptedBytes = cipher.doFinal(ciphertext) ;

String decryptedText = new String(decryptedBytes, StandardCharsets.UTF_8);

/7 AR
System.out.println(" [RYG: v + plaintext) ;

System.out.println(" pRER: v o+ decryptedText) ;

- ®% | "AES/CBC/PKCS5Padding" FEXE AES {E M CBC AR KRB IR A/ IS EREIE -
- IV RtEEE (V) KREHINZEFEMN » WEERZRER - ©EETaAMINEIE o E%EE o
- BREE  rERERY > LEHBEBKSHE secretkey ©




2. {E/ RSA BYIEHTBNE

IEHTBMBERARETMNE - ERNIRETHER - LITEMERA RSABIEEH -

EEHICHS

import javax.crypto.Cipher;

import java.security.KeyPair;

import java.security.KeyPairGenerator;
import java.security.PrivateKey;
import java.security.PublicKey;

import java.nio.charset.StandardCharsets;

public class AsymmetricEncryptionExample {
public static void main(String[] args) throws Exception {
/7 TER 11 ER R4 BH
KeyPairGenerator keyPairGen = KeyPairGenerator.getInstance("RSA");
keyPairGen.initialize(2048); // 2048 {UZ i
KeyPair keyPair = keyPairGen.generateKeyPair();
PublicKey publicKey = keyPair.getPublic();

PrivateKey privateKey = keyPair.getPrivate();

// BB 2 ERAREINE

Cipher cipher = Cipher.getInstance("RSA");

cipher.init (Cipher.ENCRYPT_MODE, publicKey) ;

String plaintext = "Secret Message";

byte[] plaintextBytes = plaintext.getBytes(StandardCharsets.UTF_8);

byte[] ciphertext = cipher.doFinal(plaintextBytes);

/7 BER 3 (ERTARARE
cipher.init(Cipher.DECRYPT_MODE, privateKey);
byte[] decryptedBytes = cipher.doFinal(ciphertext) ;

String decryptedText = new String(decryptedBytes, StandardCharsets.UTF_8);



/7 BHAER
System.out.println(" JR4&: " + plaintext);

System.out.println(" fRER: v o+ decryptedText) ;

RREERS

- KRB : RSA REEMZB/ N BBA/NREEE (FIE0 > B 2048 (I Z2H8 > 49 245 FH) o HINEARREEE -
ERRESIE (ERHBETIRINTEIE  ABREEA RSANEZER) ©
- BB ARRAR  RETLE -

3. (£ HMAC BY B B ERsR

HEESENE (MAC) HRBIBETEMNEENM o UTRUEER Mac fEF HMAC-SHA256 ©

EEHES

import javax.crypto.Mac;
import javax.crypto.spec.SecretKeySpec;
import java.nio.charset.StandardCharsets;

import java.util.Base64;

public class MacExample {
public static void main(String[] args) throws Exception {
/BB 1 BIEER
String secret = "mysecretkey";

SecretKeySpec secretKey = new SecretKeySpec(secret.getBytes(StandardCharsets.UTF_8), "HmacSHA256");

/7 HER 2 ERTEBIE Mac
Mac mac = Mac.getInstance("HmacSHA256");

mac.init (secretKey);

/7 TER 3 stHEBUERY mac
String data = "Data to authenticate";
byte[] macValue = mac.doFinal(data.getBytes(StandardCharsets.UTF_8));

String macBase64 = Base64.getEncoder().encodeToString(macValue) ;



/7 BithEER

System.out.println("MAC: " + macBase64);

- BRE | BWOS ERERNEBMERERTE MAC ; IRTE > AIBBREEARREN
- Wil ERHRENER > FhREMDE -

4. INE /g T

HRABEE (Bla0 > <) > A CipherInputStreamﬁf, CipherQOutputStream ©

EHAEE (INESHF)

import javax.crypto.Cipher;

import javax.crypto.CipherOutputStream;
import javax.crypto.KeyGenerator;

import javax.crypto.SecretKey;

import javax.crypto.spec.IvParameterSpec;
import java.io.FilelInputStream;

import java.io.FileOutputStream;

import java.security.SecureRandom;

public class StreamEncryptionExample {
public static void main(String[] args) throws Exception {
/7 ERESRM 1v

KeyGenerator keyGen

KeyGenerator.getInstance ("AES") ;
keyGen.init (128);

SecretKey secretKey = keyGen.generateKey() ;

bytel[] iv = new byte[16];

new SecureRandom() .nextBytes(iv);

IvParameterSpec ivSpec = new IvParameterSpec(iv);

/7 4815 cipher
Cipher cipher = Cipher.getInstance("AES/CBC/PKCS5Padding") ;

cipher.init(Cipher.ENCRYPT_MODE, secretKey, ivSpec);
5



// INEX M
try (FileInputStream fis = new FileInputStream("input.txt");
FileOutputStream fos = new FileOutputStream("encrypted.txt");
CipherQOutputStream cos = new CipherQutputStream(fos, cipher)) {
byte[] buffer = new byte[1024];
int bytesRead;
while ((bytesRead = fis.read(buffer)) != -1) {

cos.write(buffer, 0, bytesRead);

RRERES

A = CipherOutputStream EITINER CipherInputStream EITRRE LIRS BRI R ©
- IVEEHE DR\ ERETEMEXSEF (I > TR o

5. B EIERIME (PBE)

{8 SecretKeyFactory e R IGIREZ TR o

EEHICHS

import javax.crypto.Cipher;

import javax.crypto.SecretKey;

import javax.crypto.SecretKeyFactory;
import javax.crypto.spec.PBEKeySpec;
import javax.crypto.spec.SecretKeySpec;
import java.security.SecureRandom;

import java.nio.charset.StandardCharsets;

public class PBEExample {
public static void main(String[] args) throws Exception {
/7 SIS
char[] password = "mysecretpassword".toCharArray() ;

byte[] salt = new byte[16];



new SecureRandom() .nextBytes(salt);

/7 WERRER TR

PBEKeySpec pbeKeySpec = new PBEKeySpec(password, salt, 10000, 256); // 256 (I %58
SecretKeyFactory factory = SecretKeyFactory.getInstance ("PBKDF2WithHmacSHA256") ;
SecretKey tempKey = factory.generateSecret (pbeKeySpec) ;

SecretKey secretKey = new SecretKeySpec(tempKey.getEncoded(), "AES");

/7 ERIRERNZBINE

Cipher cipher = Cipher.getInstance("AES");
cipher.init(Cipher.ENCRYPT_MODE, secretKey);
String plaintext = "Hello from PBE";

byte[] ciphertext = cipher.doFinal(plaintext.getBytes(StandardCharsets.UTF_8));

System.out.println(" meE: v o+ Base64.getEncoder () .encodeToString(ciphertext)) ;

}
}
Mg
- B EREERIRE ; REFEHTEMBEET -
BN EMESt BRALURERZRE (HIE0 > 10,000) °
javax.crypto FREYRAEREE
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- SecretKeyFactory : JKEZRTE (FIaN » REEHE) ©
* SecureRandom . EINEZERIMEILE o
RIEER

- REEE : F/ try-catch IBERIERE (HI¥0 > NoSuchAlgorithmException * InvalidKeyException ) ©
BREE 2MFMHEE (BIW > 1 KeyStore ) WKEFEREMRE ©
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