IVRY=IYFDORL—XID R

CDJOYEEEIE. ChatGPT-40 DENITZED TEHIMNE LT

. DATLHADIRTOV VIR MELARZDZAOY MV RENYII VY RT—E
LTEBTERLIICTRIOHDIVRY—IVRORL—XIDYUa—>3  IClDEIRE
Lico TOYUa—23vid. IRTOREIC—EDO ML —XIDZEEMITZ T, T/\Y
JESR. OFX VI EZELET, UTIC. SOV ) a—2 a3 > OFEOFHELRHE L 23— RF)
ZzmLFET,

il
pd=P % 2

DY a—a> o700 FIVREBATIE FYIVIZIAMINLTRL—XIDEER L.
FNEIVSATYMEREEICNYVIIVRICEELEFT, CORL—XIDIF. NI VR
TOMIBOTFIELBEZBELC TV IR NEERTI-HICERINET,

1. 725472 MEROWE: BIEY A X RV ND—0%14 T, ZAL—=2RE, 9547
VRO SREEERENELEF T, COBHRITVIIA MAYA - HICRETNE T,
2. FL—XIDDEM: EVIVIAMINLT—EDL—XIDBERINET, CORL—

ZADIFVIIRAYSE—ICEEN. VDITR MDA T7HA I EEB L TEHTETS &L
SICLFET,

3. APl 7 T F: apiFetch FAEIS APIFUHE L ZT S HICERAINE T, FEUIIIA DA
wA—ICRL—XIDEISAT7 MNERESOHET,

NYIIVFR

VY )a—2a3>ONyIIYRERTIE. FOTAXAvtE—JIC L —XIDEERL. LARY
AICPL—XIDEEHZZHEENE T, CHICED. Ny IIVRUEBZELCTYIIR
FEEBIFL. LARYRAZYIIRANMIRYFIEZZENIREICED T,

1. Trace ID DALIE: N I TY RIFUIITARAYA—H S traceID =2 (TEZ D, BEHIHh
TULWEWESIFFLLWHDZEERLE T, tracelDIFUIIRNSA T A7 I)ILEETER
TBEHICFlask DI O—NILA TP U MIREFESNE T,

1



2. OF VT ARRZLOT 74— v RZFEALT. EOQAvE—JICFL—XIDZED
F9., LD, VIITRMIBEAETEZIARTOOTXyE—J% L —XIDEFERL
TRAEMITZ e TETET,

3. LARYRAIE: FL—XIDIFLARYZAAYA—IZEEZFNE T, TS—DRELKEES.
TNV T EHTETREOICTIS—L AR ADEAXICH RL—XIDAEENZE T,

Kibana

Kibana |&. Elasticsearch [ICRFEEN/OJ T —2ZREILBIUVRRT I DB OBV —)L
TY, Fh7cBED TraceDV ) 2a—> 3 > ZFEHAT B L. KibanaZfE>TU IV I X b ZEEISER
BLUTNYITEEY, IRTOOJIVMIICEFNS FL—XIDZFEAL T HEDO
TJEITANZITELVRRTZ W TEZXT,

FEDML—XIDICEEEYT 200 %K 9 5IZ1E. Kibana Query Language (KQL) B TE £
Jo FIRIE. BEDRL—XIDICEETZIIRTOOIEREKT BICIF. UTDI ) ZER
L£d:

trace_id:"Lc6t"

CDUITUIE. RL—XID Tty EFLIARTOOI IV MIERLEYT, Chickb, UD
IR RATLAEEDLSICEB LD ZEBHTZ N TEFET, THIC. TDoTY
EDOERECHEAEDE T REBRERKDAD ZCHAEETY, FIXIE. OTLANIL. 1L
ARV FREFOTXvE—CAROFEDF—T—RTIAINR) T TEIENTEERT,

Kibana DRI{R{LIEEEER T3 T RL—XIDICEDVWIEX MU IR LY RERRY
38y aR—RZER T CEHTETET, fIRIE. WEBITIhIU IR OB, FHIGER
fl. I5—L—rREZ., TNENDFL—XID EBEHEMITTAIMRIL T B EDAIBEET T,
NICED. PFUT—23>DNT =X ALBEERICEIT AN -0 BENLREZ S
ETBDIC’RILEET,

Kibana ZFA7fc 5D Trace DV ) a—> 3 Y EHAEHETHERTSZ T, P X TLOEEZ
TEMICER. TNV I ORI 770—F2RHEL. IRTOU VIR ~EHMRWISESS
KUREBETEZLSICHBDET,

ORIV F
api.js
const BASE_URL = process.env.REACT_APP_BASE_URL;

2



/| 754 T MEHREEIES T 3B const getClientinfo = () => { const { language, platform,
cookieEnabled, doNotTrack, onLine } = navigator; const { width, height } = window.screen; const
connection = navigator.connection || navigator.mozConnection || navigator.webkitConnection;
const networkType = connection ? connection.effectiveType : ‘unknown’; const timeZone =
Intl.DateTimeFormat().resolvedOptions().timeZone; const referrer = document.referrer; const view-

portWidth = window.innerWidth; const viewportHeight = window.innerHeight;

return {
screenWidth: width,
screenHeight: height,
networkType,
timeZone,
language,
platform,
cookieEnabled,
doNotTrack,
onLine,
referrer,
viewportWidth,

viewportHeight

};

/) AZ—=0% ML—2R 10 ZERT 2@
export const generateTraceld = (length = 4) => {
const characters = 'ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789"';
let traceld = '';
for (let i = 0; i < length; i++) {
const randomIndex = Math.floor(Math.random() * characters.length);
traceld += characters.charAt(randomIndex) ;
}

return traceld;

};

export const apiFetch = async (endpoint, options = {}) => {
const url = ~${BASE_URL}${endpoint}”;

const clientInfo = getClientInfo();



const traceld = options.traceld || generateTraceld();

const headers = {

'Content-Type': 'application/json',
'X-Client-Info': JSON.stringify(clientInfo),
'X-Trace-Id': traceld,

...(options.headers || {})

};

const response = await fetch(url, {
...options,
headers

3

return response;

};

App.js

try {
const response = await apiFetch('api', {
method: 'POST',
headers: {
'"Content-Type': 'application/json',
},
body: JSON.stringify(content),
traceld: traceld

b

if (response.ok) {
const data = await response.json();
/.

} else {
const errorData = await response. json();
cmﬂenw%%%e=umwﬁam%%eH'xmﬁla—ﬁﬁibibkw
let errorToastMessage = errorMessage;

errorToastMessage += ~ (L —XZ ID: ${traceld}) ;



toast.error (errorToastMessage, {
autoClose: 8000
B
setError (errorToastMessage) ;
}
} catch (error) {

let errorString = error instanceof Error 7 error.message : JSON.stringify(error);
const duration = (Date.now() - startTime) / 1000;

if (error.response) {
// DOTR D TON. H—N=D 200 OEENDRXT—RXXA—-RFTIRELIIHE
errorString += = (HTTP ${error.response.status}: ${error.response.statusTextl})";
console.error(' L ARV AT S —F5F—4 , error.response.data);
} else if (error.request) {
/7 VO T RDTONIEH. REDBH - 1EE
errorString += ' (BN HOD EFEHATLD
console.error(' J O T AL T—F—H ", error.request) ;
} else {
// VOIRARDRERICTI—HRELIES
errorString += - (J I FEEFDIS—: ${error.message}) ~;

errorString += -~ (L —2Z ID: ${traceld})";

if (error instanceof Error) {

errorString += “\nStack: ${error.stack}’;

CDO—RIE. error B Error DA VARV ATHBDHEIC. TT—DRAREXY I ML —R%&
errorString ISBML £, error.stack & TT7—DHEELIEBOMUHL AR Y IZRITXF
ATY, CNICED. T7—DREFRCEREZENTBDICIRIEE T,

errorString += JSON.stringify(error);

COO—FRIE. error 772V b & JSONFER DX FINCEHE L. FN%& errorString EWSE
BUTEBML TWEX Y, JSON.stringify() (&, JavaScript 7 7 7 b % JSON XEFICEHET S
TeHDEBHTT, COITHRITIND L. error 7TV TV FOARBHNXFF)E L T errorString
ICEBMENET,



errorString += (Duration: ${duration} seconds) ;

COI—FRIF IS5 — Xy tE—IICERTRE (WEAD) ZEMT B 7-DDHD T Y, errorString &
WS XFFIZ. Duration: X seconds & WD TEHRITRENAEMINZE T, C Z T. ${duration}
‘1’2%& duration @{E‘:Egﬁi bNEI,

toast.error (" L7 —: ${errorString} , {
autoClose: 8000

B

setError(errorString) ;

} finally {

toast.dismiss(toastId);

}
NYIITVF
__init__.py

import os
import json
import time
import uuid
import string

import random

from flask import Flask, request, Response, g, has_request_context

from flask_cors import CORS

from .routes import initialize_routes

from .models import db, insert_default_config

import logging

from logging.handlers import RotatingFileHandler

from prometheus_client import Counter, generate_latest, Gauge
from flask_migrate import Migrate

from logstash_formatter import LogstashFormatterVl1



CDO—RIiE. Python D Flask 7 TV —> 3 > TERAINBIWVW OO DEERET 12— )L
BaEAVR—FLTVWET, UFICET VAR—MOBIEEZSBALET

1. initialize routes: 7 U —> 3> DIL— b EHEBRLTI-OOFEKTT, NIk D.
TV —o3> DIV RRA Y IDRESNE T,

2.db & insert_default_config: 7:_&/\‘—1%7_'“”/&7_'“7 F )L FEQE%E)\T% TC@@E@@
T9o ablFT—EAR—XIFEHZBIE L. insert_default_config &7 T U4 — 3 > DFIHER
BREZITODICFERINE T,

3. logging: Python DIREOX VI ET 2 —ITY, 7SV r—>a3>007 %8R 278
ICEREINE T,

4, RotatingFileHandler: Y 7 7 JLZO—7T—>3 >3 37HD/NVREZTYT, NIk
D AT 7AINDKRELBDITTEIOEHETZFT,

5. Counter, generate_latest, Gauge: Prometheus D X ) I X ZNET 27DV 5 X L B
T oCounter [FANY DEZ DT> b L.Gauge [FIRTEDIEZ ECER L £ F ogenerate_latest
BIXR)IRTFT—2ZERLET,

6. Migrate: Flask-Migrate DU 5 XA T, T—ER—XADIYA I L—> 3> z2BEBLET, NI
ED. T—EAR—ARF—VDEB=ZHEICEATETE Y,

7. LogstashFormatterVi: LogstashFeRXDOJZ T #—<X v b TB37cHDIZXATY, Chick
b, OJ7—4% Logstash t B D H 23X THANTEET,

CNS5DAVR—bE Flask 77U —2 3 Y OEANLBHEEZ BRI 3 HICFERINE T,
app = Flask(__name__)
app.config.from_object('api.config.BaseConfig')

db.init_app(app)

initialize_routes(app)

COOA—FRIE Flask 7 V=23 > TT7—3ZR—REII— b ZHELT 2720 DHD T,
db.init_app(app) & Flask 7 TV —> 3 UICT7 —EZRN— X ZEE (ST initialize_routes(app)
@F77Vr—>arvoll—k (TVRRIVE) ZRELFT

CORS (app)



CDIO— R, Flask 7 7)) —< 3 > T CORS (Cross-Origin Resource Sharing) =&Y 37z
OICEREINE T CorRS(app) LEEHRT B E T BRBIAVDY (RXq>, 7O, R—
B) BSDV I IR Z2FFAITEZENTEFT, ChICED, ZOV IV RENYIIVR
MR DREAAYTRARINTVWERBEETH. RLA—XIBEZITD O AEEICRD £,

migrate = Migrate(app, db)

class RequestFormatter (logging.Formatter) :
def format(self, record):
if has_request_context():

record.trace_id = getattr(g, 'trace_id', 'unknown')

else:
record.trace_id = 'unknown'

return super().format(record)

COOA—FRIF. OFDT7+—<I v b ZHRXEAITA XS BT D RequestFormatter 7 T A & EH
LTWXd, COVZFXRIF logging.Formatter 7@:’%%7?( LTHED., format XV Y RZF—N—F4
FLTWET,

¢ has_request_context() & IWEDAL YRRV IJIA AV TF AL ZHFHF L TWLWBEIHE DS
hreFzyvILET,

c DOIZAMIAVTHFRAMDHBHE. g.trace_id ZEUF L. record.trace_id ICEREL X5
g.trace_id W'EE LB WG E & T 7#)LMEEZ LT 'unknown' BMERHAINE T,

e VOIRFAVTEFR MDA UVIESE. record.trace_id |d 'unknown' ICSREINE To

« RRRIC. RO T RAD format XV Y FZMUHLT. AJLI—RZ 74—y bLFT,

CDITA—IVEREZFERATEZET. OJICUIIRANIED trace_idZSHBENTEE
ERS

class CustomLogstashFormatter (LogstashFormatterV1):
def format(self, record):
if has_request_context():
record.trace_id = getattr(g, 'trace_id', 'unknown')
else:
record.trace_id = 'unknown'

return super().format(record)



def setup_loggers():
logstash_handler = RotatingFileHandler(
'app.log', maxBytes=100000000, backupCount=1)
logstash_handler.setLevel (logging.DEBUG)
logstash_formatter = CustomLogstashFormatter ()

logstash_handler.setFormatter(logstash_formatter)

txt_handler = RotatingFileHandler(
'plain.log', maxBytes=100000000, backupCount=1)
txt_handler.setLevel (logging.DEBUG)
txt_formatter = RequestFormatter(
'%(asctime)s %(levelname)s: %(message)s [in %(pathname)s:%(lineno)d] [trace_id: %(trace_id)s]')

txt_handler.setFormatter (txt_formatter)

root_logger = logging.getLogger ()
root_logger.setLevel(logging.DEBUG)
root_logger.addHandler (logstash_handler)
root_logger.addHandler (txt_handler)

app.logger.addHandler (logstash_handler)
app.logger.addHandler (txt_handler)

werkzeug_logger = logging.getLogger('werkzeug')
werkzeug_logger.setLevel (logging.DEBUG)
werkzeug_logger.addHandler (logstash_handler)

werkzeug_logger.addHandler (txt_handler)

setup_loggers()

def generate_trace_id(length=4):
characters = string.ascii_letters + string.digits

return ''.join(random.choice(characters) for _ in range(length))

O@app.before_request
def before_request():
request.start_time = time.time()
trace_id = request.headers.get('X-Trace-Id', generate_trace_id())

g.trace_id = trace_id



COOA—RIE Flask 77U =23 T IO AMPMEBINZFICKRITINDS
before_request FAMIZEZEL TLWE T, EFEMICIE. VI T X bDORAKBERZEEHRL. VIR
EAYH—D5 X-Trace-Id ZEIRL £ T H L X-Trace-Tda BNFEELBVESIE. FTLWLWKL—
2D%EEHLEFT, ELT. EDORL—XIDEFlaskD gA TP MIRELET, TS
D VDIIRMDWIBRICEL—RID ZBREICBRTEZLDICAD FT,

client_info = request.headers.get('X-Client-Info')
if client_info:
try:
client_info_json = json.loads(client_info)
logging.info(f"Client Info: {client_info_jsonl}")
except json.JSONDecodeError:

logging.warning("X-Client-Info w4 —@ JsoN LA EZNTI ™)

Q@app.after_request
def after_request(response):

response.headers['X-Trace-Id'] = g.trace_id

if response.status_code != 200:
logging.error(f' L AN 2 257 —4 21— F . {response.status_code}")
logging.error(f' L A7\ Z7R7 « : {response.get_data(as_text=True)}')

if response.content_type == 'application/json':
try:
response_json = response.get_json()
response_json['trace_id'] = g.trace_id
response.set_data(json.dumps (response_json))

except Exception as e:

logging.error(f" L AR RIC trace_id ZIEBMT BBICTT—DEELFL: {3
return response
aJ
RED L —XIDICEETEZINTOOTZREI BICIE ROIT ) Z2EBTETEI:

trace_id:"Lc6t"
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"_index": "flask-logs-2024.07.05",
"_type": "_doc",

"_id": "Ae9zgZABqOMSOpxCZC5X",
"_version": 1,

" _score": 1,

" source": {

"tags": [
"_grokparsefailure"

1,

"filename": "generate.py",

"funcName": "post",

"message": " U T MANEBIMIBEEINEL ",
"@version": 1,

"name": "root",

"host": "ip-172-31-35-xxx.ec2.internal",
"relativeCreated": 685817.8744316101,
"levelname": "INFO",

"created": 1720158740.894831,

"thread": 139715118360128,

"threadName": "Thread-5",

"levelno": 20,

"pathname": "/home/project/project-name/api/routes/generate.py",
"msecs": 894.8309421539307,

"processName": "MainProcess",

"lineno": 287,

"path": "/home/project/project-name/app.log",

"args": [] s
"source_host": "ip-172-31-35-xxx.ec2.internal",
"module": "generate",

"trace_id": "Lc6t",

"stack_info": null,

"process": 107613,

"@timestamp": "2024-07-05T05:52:20.8947Z"
3,
"fields": {

11



"levelname.keyword": [
"INFO"

1,

"tags.keyword": [
"_grokparsefailure"

1,

"relativeCreated": [
685817.9

1,

"processName.keyword": [
"MainProcess"

1,

"filename.keyword": [
"generate.py"

1,

"funcName": [
"post"

1,

"path": [

"/home/project/project-name/app.log"

1,
"processName": [
"MainProcess"
1,
"Quersion": [
1
1,
"host": [
"ip-172-31-35-xxx.ec2.internal"
1,
"msecs": [
894.83093
1,
"source_host.keyword": [
"ip-172-31-35-xxx.ec2.internal"
1,

12



"host.keyword": [
"ip-172-31-35-xxx.ec2.internal"

1,

"levelname": [
"INFQO"

1,

"process": [
107613

1,

"threadName.keyword": [
"Thread-5"

1,

"trace_id": [
"Lc6t"

1,

"source_host": [
"ip-172-31-35-xxx.ec2.internal"

1,

"created": [
1720158700

1,

"module": [
"generate"

1,

"module.keyword": [
"generate"

1,

"name.keyword": [
"root"

1,

"thread": [
139715118360128

1,

"message": [
") IR MDERBICRMEBEINE L

1,



"levelno": [
20

1,

"trace_id.keyword": [
"Le6t"

1,

"threadName": [
"Thread-5"

1,

"pathname": [

"/home/project/project-name/api/routes/generate.py

1,

"tags": [
"_grokparsefailure"

1,

"pathname.keyword": [
"/home/project/project-name/api/routes/generate.py"
1,
"@timestamp": [
"2024-07-05T05:52:20.8947Z"
1,
"filename": [
"generate.py"
1,
"lineno": [
287
1,
"message.keyword": [
"I MAERBICEBEINE L
1,
"name": [
"root"
1,
"funcName .keyword": [

llpostﬂ
1,

14



"path.keyword": [

"/home/project/project-name/app.log"

FRROLSIC. OJAICFL =X IDARFEINTVWBZEHDHID ET,
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