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BLTN=VYFFSAXINRA =) —ZEML £, FAFICIF Python. Flask. React ZfEFH L.
AWSICTZFOCLET, THIC. BEfRICIE Prometheus . O EBIRICIF ElasticSearch. Kibana.
Logstash Z{FF L £ 9, DNS EIE (L GoDaddy & Cloudflare % L TiT4 41, Nginx h' SSL ZEFEAZ
CVIIRAMNYA—BEEBDTF— Iz 1E LTHELEY,

Az I bDT—FTIF ¥

NYIIVF Co7a>zI DNy I IV RIE Python DBERBWSGI V77 ) r—>
I3YITL—LT—UTHBFlask ZFERALTHERINTVET, NwIIVRIFAPIUIIR
ZIBL, T—EAR—XZEEBL. 77U5r—>3>0FH %5 L. Prometheus & DIRE %
BLTERZITVLWET,

MUFICNYy DIV ROAVR—V bOFElZRLET :

1. Flask 7 U4 —>a>nty b7y

« Flask 77 71U D IEA1L S 1. Cross-Origin Resource Sharing (CORS) %% S 7= ? Flask-
CORS R T—ER—RIA T L —> 3 ZBETB7-HD Flask-Migrate R IFI X
RILEMBEZ AT A LS ICRETNE T,

« 7TV —=3>0)— bHFIEAL S . CORSHBEMEIhTyOXRA UV U oI
ZRHEFHEINEFT,

e T—ER=ZADBT T )L FERETHHHMEL I N, Logstash BICOJ IV U Z T #+—YX
v hFBRAREALOA—DERESINET,

from flask import Flask

from flask_cors import CORS

from .routes import initialize_routes

from .models import db, insert_default_config
from flask_migrate import Migrate

import logging

from logging.handlers import RotatingFileHandler

from prometheus_client import Counter, generate_latest, Gauge

app = Flask(__name__)

app.config.from_object('api.config.BaseConfig')

db.init_app(app)

initialize_routes(app)



CORS (app)

migrate = Migrate(app, db)

2. AF VI 'R V!
« 771 —< 3 I RotatingFileHandler zEA L TOJ 7 7 IILZEBE L. W REL
TJ+—vREFRALTOJ %2 74+—<Iv rLET,
« Prometheus X NI ZANRNT7 TV =2 a VICRESNTED. VIITAMELAT
VIEBHLETD,

REQUEST_COUNT = Counter('flask_app_request_count', 'Flask TR T A MR, ['method’, 'endpoin

~

REQUEST_LATENCY = Gauge('flask_app_request_latency_seconds', )OI AMDLA T2, ['method', 'end

def setup_loggers():
logstash_handler = RotatingFileHandler('app.log', maxBytes=100000000, backupCount=1)
logstash_handler.setLevel (logging.DEBUG)
logstash_formatter = CustomLogstashFormatter ()

logstash_handler.setFormatter(logstash_formatter)

root_logger = logging.getLogger ()
root_logger.setLevel (logging.DEBUG)
root_logger.addHandler (logstash_handler)

app.logger.addHandler (logstash_handler)
werkzeug_logger = logging.getLogger('werkzeug')
werkzeug_logger.setLevel (logging.DEBUG)

werkzeug_logger.addHandler (logstash_handler)

setup_loggers()

3. U X NLEE:

e VTN —=2 a3 3RV IVIRMNOBIBICXA M) VR EZX Y TFv L. UJIR LD
INEEBHTI-HDONL—IIDEERLET,

def generate_trace_id(length=4):
characters = string.ascii_letters + string.digits

return ''.join(random.choice(characters) for _ in range(length))



Q@app.before_request
def before_request():
request.start_time = time.time()
trace_id = request.headers.get('X-Trace-Id', generate_trace_id())

g.trace_id = trace_id

O@app.after_request
def after_request(response):
response.headers['X-Trace-Id'] = g.trace_id
request_latency = time.time() - getattr(request, 'start_time', time.time())
REQUEST_COUNT.labels (method=request.method, endpoint=request.path, http_status=response.status_code
REQUEST_LATENCY.labels(method=request.method, endpoint=request.path).set(request_latency)

return response

ZO0YFIVF Oz b070YRIVRE. Y- YR —T 11— XAZBET BT
8D JavaScript 74 751 THB React ZEHE L THEINTVWET, 7OV LIV RIE. N
JIVRDAPICEREL TR =D —D7OY 7 ZEEL. N—VFSAIINTEA M=) —
TERBLUVUBEBIZODAVETIT4 T RIA—YF—AVR—T 1 —A=RRHBLE T,

1. React AV R—% > b

e AXAAYVAVR—2 Y MI A=) —0 A>T MINTEZIA—H—ANEZLIEL.
NYIIVRAPIEEELTINSDR M=) —%BEBLET,

import React, { useState, useEffect } from 'react';
import { ToastContainer, toast } from 'react-toastify';
import 'react-toastify/dist/ReactToastify.css';

import { apiFetch } from './api';

import './App.css';

function App() {
const [prompts, setPrompts] = useState([]);
const [newPrompt, setNewPrompt] = useState('');

const [isLoading, setIsLoading] = useState(false);

useEffect(() => {
fetchPrompts() ;
}, s



const fetchPrompts = async () => {
setIsLoading(true);
try {
const response = await apiFetch('prompts');
if (response.ok) {
const data = await response.json();
setPrompts(data) ;
} else {
toast.error (' 7OV FDEUFICKBL E L7,
}
} catch (error) {
toast.error (' OV T FOEEHRICIS—HDHEELF L),
} finally {
setIsLoading(false);
}
};

const addPrompt = async () => {
if ('newPrompt) {
toast.warn('Prompt ODRBENZETT ");
return;
}
setIsLoading(true);
try {
const response = await apiFetch('prompts', {
method: 'POST',
headers: {
'Content-Type': 'application/json',
},
body: JSON.stringify({ content: newPrompt }),
B
if (response.ok) {
fetchPrompts() ;
setNewPrompt ('');
toast.success('Prompt DEFEICEBIMEINELE);
} else {
toast.error ('Prompt MDEMNIZHKEL EL";



}
} catch (error) {
toast.error('Prompt DEBIFICTS—HFEELFILR);
} finally {
setIsLoading(false);
}
};

const deletePrompt = async (promptId) => {
setIsLoading(true);
try {
const response = await apiFetch( prompts/${promptId}”, {
method: 'DELETE',
b
if (response.ok) {
fetchPrompts() ;
toast.success(' OV T FHIEEICHIFREINE LTz,
} else {
toast.error (' 7OV FDHIBRICKBL £ L7c);
}
} catch (error) {
toast.error (' OV T FDHIBRRICTIS—HDHEELF L),
} finally {
setIsLoading(false) ;
}
}

return (
<div className="app'">
<n1>AI EEHR b—1) —Rv k</n1>
<div>
<input
type="text"
value={newPrompt}
onChange={(e) => setNewPrompt(e.target.value)}
placeholder=" HTL WSO T ko
/>



<button onClick={addPrompt} disabled={isLoading}>:f[]:/:fl‘%fﬂiﬂu</button>
</div>
{isLoading 7 (
<p>EiAHPIAAHHR .. </p>
) (
<ul>
{prompts.map ((prompt) => (
<1i key={prompt.id}>
{prompt.content}
<button onClick={() => deletePrompt (prompt.id)}>HlIfR</button>
</1i>
N}
</ul>
)}
<ToastContainer />
</div>

)

export default App;

2. APT #RE
- 70YFIVRIEC A=) —=OYVF N EBEBITBOHDIC. fetch VT A MEFEHLT/NYII L

"7 javascript
export const apiFetch = (endpoint, options) => {

return fetch( https://api.yourdomain.com/${endpoint} , options);
};
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. FabricZEALT. O—AILELVVE—LTo L7 M) O%EEfR. 7 71 ILDOEH. &
[ROREREDT IO XAV #EEMLLTVWET,

from fabric import task

from fabric import Connection

server_dir = '/home/project/server'

web_tmp_dir = '/home/project/server/tmp'

Otask
def prepare_remote_dirs(c):
if not c.run(f'test -d {server_dirl}', warn=True).ok:
c.sudo(f 'mkdir -p {server_dir}')
c.sudo(f'chmod -R 755 {server_dir}')
c.sudo(f'chmod -R 777 {web_tmp_dir}')

c.sudo(f'chown -R ec2-user:ec2-user {server_dir}')

Q@task
def deploy(c, install='false'):

prepare_remote_dirs(c)

pem_file = './aws-keypair.pem'

rsync_command = (f'rsync -avz --exclude="api/db.sqlite3" '

f'-e "ssh -i {pem_file}" --rsync-path="sudo rsync" '
f'{tmp_dir}/ {c.user}@{c.host}:{server_dir}')

c.local(rsync_command)

c.sudo(f'chown -R ec2-user:ec2-user {server_dir}')

2. ElasticSearch DE&E:
« ElasticSearch Dt v k7w FIlld. V53R X —. /—R. LUV N T—IFRED
BEAEENE T,

cluster.name: my-application
node.name: node-1

path.data: /var/lib/elasticsearch
path.logs: /var/log/elasticsearch
network.host: 0.0.0.0

http.port: 9200
discovery.seed_hosts: ["127.0.0.1"]

cluster.initial _master_nodes: ["node-1"]



3. Kibana DHRE:

« Kibana Dtz k7w FICIE. H—/\— & ElasticSearch R X FDEHRENZTENTWVET,

server.port: 5601
server.host: "0.0.0.0"

elasticsearch.hosts: ["http://localhost:9200"]

4. Logstash DERE:

. Logstash |&.AY 7 71 L EFHRAHED ( EN 5 %27 L i S /=04 % ElasticSearch
ICHADTBELSICRESNTVETD,

input {
file {
path => "/home/project/server/app.log"
start_position => "beginning"

sincedb_path => "/dev/null"

filter {
json {

source => '"message"

output {
elasticsearch {
hosts => ["http://localhost:9200"]

index => "flask-logs-%{+YYYY.MM.dd}"

Nginx DE%7E & Let’s Encrypt SSL SEEAE

RERBEERRT 37-0IC. NginxZUN—XFOF > LTEAL. Let’'s Encrypt T SSL EE
BAZZRELTWVWET, UTIE HTTP DS HTTPSAD VA A LU k& SSLEFBRZDREZ1TS
72D Nginx sRE T,



L FFRAIESNA VDV ZNIBTZ1cODR Yy TZ2ERLET:

map $http_origin $cors_origin {
default "https://example.com";
"http://localhost:3000" "http://localhost:3000";
"https://example.com" "https://example.com";

"https://www.example.com" "https://www.example.com";

2. HTTPEHITPSICUA AL I T 3:

“‘nginx
server {
listen 80;

server_name example.com api.example.com;

"7 nginx
return 301 https://$host$request_uri;

}

3. example.com D XA V1 METE:

server {
listen 443 ssl;

sServer_name example .com;

ssl_certificate /etc/letsencrypt/live/example.com/fullchain.pem;

ssl_certificate_key /etc/letsencrypt/live/example.com/privkey.pem;

ssl_protocols TLSv1.2 TLSv1.3;
ssl_prefer_server_ciphers on;

ssl_ciphers "EECDH+AESGCM:EDH+AESGCM:AES256+EECDH: AES256+EDH" ;

root /home/project/web;

index index.html index.htm index.php default.html default.htm default.php;
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location / {

try_files $uri $uri/ =404;

C D Nginx DFREIF. VIIRXMENTZURICHIGT DT 7AIDEETINESHhZFI vy
LET. BL7Z7AMIIUDEFEELARVES. 404 T5—%RLE T,

location ~ .*\.(gifljpgljpeglpngl|bmplswi)$ {

expires 30d;

CDRREIE. Nginx H—N—ICEWVWT, FBESNTEER 7 71 IILER (GIF. JPG. JPEG. PNG.
BMP. SWF) ICX T 2F v v aDBWEARZ 30 HICERETZHDTI, Chickb. Thb
D7 7ANDRTZOHFICFryyIadhn. 30 ABIBA YV O—REINTICRREINZ LI
BOEY,

location ~ .*\.(jslcss)?$ {

expires 12h;

Z D Nginx DFRTEIE. JavaScript (js) & CSS (css) Z 7 A I T 2 F v v 2 DEXNEARET 12 BF
BICRELTWVWET, ChUSED. TSOHIEINSDT 70 %E REEFvyv>al. 20
BT —N—ICBEVIIRA b Z2ESTICF vy a7 7ML ZEBLET, CNICK
D, R=ZDFHAAHFRENELEL. H—N—DEFHINEHRINET,

error_page 404 /index.html;

4. “api.example.com™ (DAPIERGE :

“T nginx
server {
listen 443 ssl;

server_name api.example.com;

11



" 'nginx
ssl_certificate /etc/letsencrypt/live/example.com-0001/fullchain.pem;

ssl_certificate_key /etc/letsencrypt/live/example.com-0001/privkey.pem;

ssl_protocols TLSv1.2 TLSv1.3;
ssl_prefer_server_ciphers on;

ssl_ciphers "EECDH+AESGCM:EDH+AESGCM:AES256+EECDH: AES256+EDH" ;

location / {
# BIEDAccess-Control\wA—%J1) 7§23

more_clear_headers 'Access-Control-Allow-Origin';

# CORSTUT S bUIIR~DUNE

if ($request_method = 'OPTIONS') {
add_header 'Access-Control-Allow-Origin' $cors_origin;
add_header 'Access-Control-Allow-Methods' 'GET, POST, OPTIONS, PUT, DELETE';
add_header 'Access-Control-Allow-Headers' 'Origin, Content-Type, Accept, Authorization,
add_header 'Access-Control-Max-Age' 3600;

return 204;

add_header 'Access-Control-Allow-Origin' $cors_origin always;
add_header 'Access-Control-Allow-Methods' 'GET, POST, OPTIONS, PUT, DELETE' always;

add_header 'Access-Control-Allow-Headers' 'Origin, Content-Type, Accept, Authorization, X-Client-Info, .

Z®D3— Ri&. Nginx % —/\—T CORS (Cross-Origin Resource Sharing) Z5RE T D7=HDHDT
To BAVA—IFI BERBZFVSUNSDIIIRA N ZHFATIEDICERINE T,

* Access-Control-Allow-Origin: HEIBRAFVCUERBELE T, $cors_origin ISEHT. F
A3 VIV DEHIRRNENTVET,

+ Access-Control-Allow-Methods: 5FRA] 9 B HTTP XV vw R%ZIEEL £9, Z Z TIE GET, POST,
OPTIONS, PUT, DELETE D' EFRI SN TUL X T,

« Access-Control-Allow-Headers: &FRAJ § B VIV I A A YA —%ZEELEF T, Tl
Origin, Content-Type, Accept, Authorization, X-Client-Info, X-Trace-Id, X-Requested-With,
X-HTTP-Method-Override, DNT, Keep-Alive, User-Agent, If-Modified-Since, Cache-Control,
Content-Range, Range DEFRAI TN TWEX T,
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always F—T— Fid. CNSDANY A —DEICL ARV RAICEEND CZRAEL T T,

nginx proxy_pass http://127.0.0.1:5000/; proxy_set_header Host
$host; proxy_set_header X-Real-IP $remote_addr; proxy_set_header
X-Forwarded-For $proxy_add_x_forwarded_for; proxy_set_header X-Forwarded-Proto
$scheme; proxy_connect_timeout 600s; proxy_send_timeout 600s;
proxy_read_timeout 600s; send_timeout 600s; } }

¥aim

cO7OC I MMEIAZFRALEAN=—U—Ry cT7FV5—2 3 OBERT7—FTIF
vEBAL. MEKOT T THERFLEEY—IILEZFHLTWEYS, /Nv I I RIiEFlask THEES
NTEDH, BRPRVIIIAMNUBE, OF VIR EZR) VI DIHDETETIFHBT—ERL
DHEERBLTVWET, 7OY FIY RIZReact THEEIN, X b—U—7OY T E2EEY
BIEDDA VARSI T4 TRA—YF—A VA —T 11— EREBLET, AWSZTFT SO XV b
IC. Nginx ZRZERBIEIC. ELK ARy 7 ZzOJBRBISER TS LT, A7r—ZEUT+. &
. RTFEZEERLTVWEYT, COENLREyY b7y 7id. REBEDO TV /O —%AAE
HDEZZET. P—LLZABIA—HY—TIVIARVIVRZREBTZ2HZRLTVET,
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